<IIucbmo0> MunoOpHayku Poccum ot 14.05.2018 N 08-
1184 "O nanpaBaenun uHpopmauun' (Bmecre ¢
"MeToaM4YeCKMMH PEKOMEHIANMAMM 0 pa3MellleHUH Ha
HH(OPMALMOHHBIX CTEHAAX, OPUIMAJTBLHBIX HHTEPHET-
calTax u Apyrux MvH(GOPMaIMOHHBIX pecypcax
0011e00pa3oBaTe/IbHbIX OPraHU3alUid U OPTraHoB,
OCYILIECTBJIAIOIINX YIIPaBJIeHHe B cpepe 00pa3oBaHuUs,
uHPpopManuu 0 0€30MACHOM IOBEACHUH H
UCNOJIb30BaHUU ceTH ""UHTepHeT')

MUHHCTEPCTBO OBPA3OBAHUS 1 HAYKU POCCUMCKON ®EJIEPALIMNA
JIETTAPTAMEHT I'OCYJJAPCTBEHHOM ITOJIUTUKU B COEPE
OBLIEI'O OBPA3OBAHUMA

ITUCHEMO
or 14 mas 2018 r. N 08-1184

O HAIIPABJIEHMN NHO®OPMAILIMA

JlemapTaMeHT rocyJapCTBEHHOH MOJIUTHKHM B cdepe obmero odpazoanuss MuHoOpHayku Poccun
HampasjsieT s CBEJEeHUs paspaboTanHble BpemenHoit komuccueil Coera ®Penepanuu 1o
pasBUTHIO HMH(POPMALIMOHHOTO OOIIecTBa METOAWYECKHE DEKOMEHJIAIMK O  pa3sMELICHUH Ha
MH(QOPMAIIMOHHBIX CTEH/1aX, O(UIMATIBHBIX HHTEPHET-CalTaxX U IPyrux HHPOPMALMOHHBIX pecypcax
001e00pa3oBaTeIbHBIX OpPraHM3alMii M OpraHoB, OCYIIECTBISIONIMX yIpaBieHue B cdepe

o0pazoBanusl, HH(GOPMAIMK 0 6€3011aCHOM MOBEAEHUU U UCIIOIb30BaHUU ceTH "MHTepHeT".
Hupekrop [lenapramenTa
A.E.IIETPOB

[Ipunoxenue
METOJNYECKUE PEKOMEHIAILIMUA
O PASMEIIEHNM HA UTHOOPMAIMOHHBIX CTEHJAX, OONLNAJIBHBIX

MHTEPHET-CAUTAX U JIPYTUX UHO®OPMAIIMOHHBIX PECYPCAX
OBILEOBPA3OBATEJILHBIX OPTAHM3ALINN 1 OPTAHOB, OCYIIECTBJISAIOIINX
VIIPABJIEHUE B COEPE ObPA30BAHN A, MTHOOPMAILIMHN O BE3OITACHOM
[MOBEAEHWU U UCITOJIbB3OBAHUN CETU "UHTEPHET"

Okcnepramu ¥ ujneHamu  Bpemennoit komuccuum Cosera @Denmepauuu 10 Pa3BUTHIO
UH(QOPMAIIMOHHOTO O0IIecTBa B paMKaX BBIMOJHEHHS PEKOMEHJAlWH MapiIaMeHTCKHUX CITyIIaHun

"AKTyaJIbHbIE BOIIPOCHI OOecriedeHus O€30MacHOCTH W Pa3BUTHS JeTedl B HMH(DOpPMAIMOHHOM
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npoctpancTBe", koropble npouutn B Cosere Penepanuu 17 ampens 2017 r., Obuin pa3paboTaHbl

METOJIMYECKHE PEKOMEHIAIMK O pa3MEUIeHHMH Ha WH(POPMAIMOHHBIX CTEHJaX, O(HIMAIBHBIX

MHTEpHET-CaliTax W Jpyrux HH(POPMAIMOHHBIX pecypcax 00I1eo0pa3oBaTebHBIX OpPraHU3aluid U

OpTraHoOB, OCYIICCTBIIIONINX YIIpaBlieHHe B cdepe oOpa3oBaHus, HHGOpMANUU O OE30MaCHOM

MOBEJICHUU U UCTIONIb30BaHuU ceTu "MHTepHeT" (nanee - MeToAnYecKre peKOMEHAAINN ).

Meronuueckie  peKOMEHJAlMKM  HAmpaBlieHbl HAa  KAaueCTBEHHOE  TOBBIIICHUE  YPOBHS

WHPOPMAITMOHHOW  JEATENIBHOCTH  00me0o0pa3oBaTeIbHBIX ~ OpraHM3allMid ¥ OPraHoB,

OCYIIECTBISIONINX YIpaBieHHe B chepe oOpa3oBaHUsS, B 4aCTH WH(POPMHUPOBAHUS YYALTUXCS, WX

poautenell (3aKOHHBIX MPEACTABUTEICH) M TMEJarorudeckux paboOTHUKOB 00 OCHOBHBIX acIeKTax

MH(POPMAITMOHHOM 0€30MacHOCTH.

Mertonndeckne pEeKOMEHAALWH TMO3BOJAT 00IIe00pa3oBaTeNbHBIM OpraHU3alusIM W OpraHam,

OCYILIECTBISIONIMM YIpaBlIeHHE B cdepe 0O0pa3oBaHUs, AKTyalU3UPOBATH YK€ HCIIOIb3yeMbIE H

pa3MelieHHble MH()OPMALMOHHBIE MaTepHalibl, TaK U TMOJArOTOBUTH MX B CIy4dae UX OTCYTCTBHUS C

Y4eTOM JIyUIIUX MPAKTUK U PEKOMEHIAINH.

B paMkax MeToIu4ecKux peKOMEHIAIMA PaCCMAaTPUBAIOTCS CIEAYIOIINE HHCTPYMEHTHI:

1. nHpOpMaAIIOHHBIE CTEHIBI;

2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi MH(GOpMaIUH (IIKOJIbHBIE Ta3€Thl, IEarOrHuecKue U3AaHus U APYTHUE).
HNudopmannoHHbIe CTEHIBI

Ha un(opManuoHHBIX CTeHAaX B 00LIe00pa30BaTENbHBIX OPraHU3AIMAX, PACIOIOKEHHBIX B (oife

YUpPEeXKICHU W B KaOMHETaX, OCHAIICHHBIX MEPCOHAIBHBIMH YCTPOMCTBAMHU JJIsi BBIXOJA B CETh

"HHTepHeT", peKOMEHIyeTCsl pa3MecTUTh HMH(GOPMAIMOHHBIE MaMITKH, COJEp)Kallie OCHOBHBIE

COBETEI IT0 00SCIIEYCHHIO HH(I)OpMﬂLIPIOHHOfI 0e30I1acHOCTH ydamuxcs.

B mpuioxkennn N 1 K MeTOAMYECKMM pPEKOMEHJALMSAM MpPEACTaBiIeH oO0pas3el] NaMATKUA IS
pasmeneHus Ha HHOPMALMOHHBIX CTEH/IAX.

CpencTBa MaccoBoi HHPOpPMALUH
B cpenctBax maccoBoil mHpoOpManuM, OPUEHTHUPOBAHHBIX Ha OOYYalOUIMXCS, PEKOMEHIYeTCs B
TE4YEeHUE y4eOHOro Toja PEeryyspHO MMyOJMKOBaTh MH(OPMAIMOHHBIE MaTEpPHAaJbl, MOCBSIECHHbIC
OTJENBHBIM acleKTaM HH(POPMALMOHHONW O€30MacHOCTH, a TaKXe pa3IM4yHble MaMATKH OOIIero
Xapakrepa.
B cpeactBax maccoBoil MH(POpPMALMU, OPHEHTHUPOBAHHBIX HA IMEAArOrMYECKYI0 OOILIECTBEHHOCTH,
PEKOMEH/IyeTCSl B TEYEHHE KaJCHJAPHOTO TOoJAa pETyIspHO MyONMKOBaTh WH(POPMALMOHHBIC
MaTepHajbl, IOCBALICHHBIE OTAEIbHBIM acleKkTaM HH(QOPMAlMOHHONW 0e30MacHOCTH  Kak
HECOBEPIICHHOJIETHNX, TaK U 00I1e00pa30BaTeNbHBIX OpraHU3alnii, a TaKXKe Pa3IMYHbIe MaMSTKH,
0030pbl HOPMATHBHO-TIPABOBOT'O PETYJIHMPOBAHUSA HaHHOM cdepbl U MHPOPMAIMIO O aKTyadbHBIX
MEPONPUATUSAX U COOBITHSIX B IaHHOM cepe.
B xome mpoBenenuss Exmporo ypoka mo Oe3omacHoctH B cetu "MHTepHET" pekomeHmyeTcs
0o0ecreunTh BBIMYCK TEMaTHYECKOTO BBIMYCKa CPEACTBA MAacCOBOM HMHpOpManuu JHuOO0 cepuu
nyOIMKaIHi, Cpeid KOTOPBIX PacCMOTPETh OPraHU30BAHHBIE MEPONPUATHS Al 00ydaroIuXcs, X
poauTenei (3aKOHHBIX MIPEJCTaBUTENEH) U I€JArOrMueCKOi OOIECTBEHHOCTH.

Odunmansasie HTEpHET-pECYpCHI
OO0mieoOpa3oBaTeNbHBIM OpPTaHU3aAMAM PEKOMEHIYeTCsl Ha CBOMX OQUUIUANbHBIX MHTepHeT-

pecypcax 00ecneynTh (bYHKHI/IOHI/IPOBaHI/Ie CaMOCTOATCIIbHOTO W CICHHAJIM3UPOBAHHOTO pasaciia
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"Unpopmanmonnas 0e30macHOCTh", B paMKax KOTOPOTO MPEAYCMOTPETh pa3MeIleHue Cienyromen

uHbOopMaIuu:
dopmar
MIPEICTABJICHUS
N  Pazmen/monpasznen MaTepHuaioB ConeprxaHue MatepragoB
Pasmeniatorcs KOIUH JIOKYMEHTOB, T.€.
CKaHUPOBAHHBIN BApUAHT JIOKYMEHTA,
JlokasbHBIE COOTBETCTBYIOIIMI TpeOOBaHUSIM K MapameTrpam
HOPMaTUBHBIE aKThl B CKaHUPOBAHMSL. Pasmematores JIOKYMEHTHI,
chepe oOecrieyeHust perJaMeHTHpYIOIIUe OpraHu3aluio U padoTy ¢
MH(OPMAIIMOHHOM Komnun IIEPCOHAJIBHBIMU JIaHHBIMU, IIJIAHBI MEPOIPUATHN
0e30MacHOCTH JIOKYMEHTOB  BIIO 00ecreueHnuIo nH(OPMAMOHHON
1.o0yuaromuxcs dopmate *PDF Ge3zomacHocTy 00yuaromuxcs u Jpyrue.
[TyGnukyroTcs aKkTyaJbHbIE CBEJICHUSA 0
(benepaibHBIX U PETUOHAIBHBIX 3aKOHAX, MMUChMax
OpraHoOB BJIACTH U JIPyTM€ HOPMATHUBHO-TIPABOBBIC
JIOKYMEHTBI, perilaMeHTUpYyIolme obecrneyeHme
HH(]pOpMaAITMOHHOM 0e30MacHOCTH
HECOBEPIICHHOJETHUX.  JlomyckaeTrcss  BMeECTO
Konun KOIHI pa3Memarhb TANEPCCBUIKU Ha
Hopmatushoe JOKYMEHTOB ~ BCOOTBETCTBYIOLIME JOKYMEHThI Ha CaliTaX OpraHoOB
2.perynupoBaHue dopmate *PDF rocynapcTBeHHOI BlacTu.
Tekct Ha
. Pa3memaroTcss MeTOOUYECKHE PEKOMEHAALUN U
CTpaHHIle caiiTa
Kommn yKa3zbiBaeTcsi WHPOpMaIMsi O MEpONPHUATHSX,
MPOEKTAaX W TNporpaMmax, HaIpaBICHHBIX Ha
JTOKYMEHTOB B
[Temarorunyeckum MOBBIINICHHE  MHPOPMAIMOHHONW  TPaMOTHOCTH
¢dopmare *PDF
3.paboTHUKaM MeAarorn4eckux paboTHUKOB.
Pasmemaercs nH(popMalnoOHHAas
namsTka (npuioxkenne N 2) W yKa3bIBaeTcs
uHpopMaIs O MEPONPUATUSX, TMPOEKTAX U
Teker HamporpaMMax, HalpaBJICHHBIX Ha [OBBIIICHUE
4.00yyaronmmcst CTpaHUIIe caiiTa MH(POPMAIIMOHHON TPaMOTHOCTH 00YUaIOIIUXCSL.
Poputensm  (3aKOHHBIM
MIPE/ICTaBUTEIISIM) Teker HaPa3memaercs nH(popMalnoOHHAas
5.00y4aromuxcs CTpaHHIle caiita mamsTka (npuioxenne N 3).
Pasmemaercs nHdopmanusi 0 PeKOMEHIYEeMbIX K
Jlerckue 6e3omacHbie TekcT HAMCI0JIb30BaHUIO B YUeOHOM Ipoliecce 6e30MacHbIX
6.caiThl CTpaHHIle caiiTa caliTax, OaHHEpHI O€30TMaCHBIX JETCKUX CANTOB.

OpranaMm, OCyIIECTBISIOIIMM YIpaBieHHe B cdepe o00pa3oBaHUs, PEKOMEHIYETCS Ha CBOHUX
opummansHeix MHTEpHET-pecypcax obecnednth (DYHKIIMOHUPOBAHHE CaMOCTOSITEIIBHOTO U
cnenuanu3upoBaHHoro paszaena "MHdopmaunonnas 0Oe3omacHOCTH', B paMKax ~KOTOpOTO

NPeyCMOTPETh pa3MeIleHHe caeaytole nupopmManuu:
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[Mpunoxenue N 1
[MAMSTKA
JUIST OBYYAIOILIMXCS Ob MTHO®OPMAILIMOHHONM BE30ITACHOCTHU JETEM

HEJIb35

1. BceM moapsim coobmaTh CBOIW 4YacTHYH HMH(oOpmaruio (Hactosiue ums, GhaMuiinio, TeiacdoH,
ajzipec, HoMep IIKOJIBI, a Takke (hoTorpaduu CBOM, CBOCH CEMbH U Ipy3ei);

2. OTKpBIBaTh BIOKEHHBIE (DAlIIBI 3JIEKTPOHHON TOYTHI, KOTJA HE 3HACIIb OTIIPABUTEIS;

3. I'pyOuTs, mpuauparbes, OKa3bIBaTh JaBJICHHUE - BECTH C€0sl HEBEKIIMBO U arpeCcCUBHO;

4. He pacnopspkaiicsi JeHbraMu TBOEM ceMbH 0€3 pa3pelleHHs CTapliuX - BCErja CrpalinBai
poauTenei;

5. He Bcrpewaiics ¢ VHTepHET-3HAKOMBIMH B PEATBHOM JKA3HU - MOCOBETYHMCS CO B3pPOCIBIM,
KOTOPOMY JI0BEpsielllb.

OCTOPOXHO

1. He Bce mumyt mpasny. YUuraems o cebe HempaBay B MHTepHeTe - cooOmu 00 3TOM CBOMM
POIUTENSIM UM ONIEKYHAM;

2. [IpurnamaroTt nepenuchbBaThCs, UTPaTh, 0OOMEHUBATHCS - IPOBEPH, HET JIM TIOJIBOXA;

3. He3akonHoe xonupoBaHue ¢aiiios B IHTEpHETE - BOPOBCTBO;

4. Beerna pacckasbiBail B3pOCiIbIM O Ipo0IeMax B CETH - OHH BCETa IOMOTYT;

5. Hcnonp3yit HacTpoiiKku OE30MacHOCTH M MPHUBATHOCTH, YTOOBI HE TOTEPSATh CBOM aKKAYHTHI B
COLICeTSIX M JPYTUX MOpTajax.

MOXHO

1. YBaxail npyrux nosiab3oBaTesei;

2. [lonb3yemibest UHTEpHET-UCTOYHUKOM - JI€Iail CChUIKY Ha HEro;

3. OTKpbIBaii TOJIBKO T€ CCHUIKHU, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOIIBIO B3pOCIBIM - POAUTENH, ONEKYyHbl M aJMUHHCTpalUs CAaWTOB BCeraa
MOMOT'YT;

5. Ilpoitau oOyuenue Ha caiite "CeTeBUYOK" U MOIYYH NACIOPT HUPPOBOro rpakaaHuHa!

[Tpunoxxenue N 2
NHOOPMAILIMOHHAA ITAMATKA
JUJI OBYHAIOIIMXCA JIS1 PASMEIEHN A

HA OOUILMAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM roJIOM MOJIOAEXKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a IIKOJBbHUKH OJHU M3 CaMBIX
aKTUBHBIX IoOJIb30Barenel Pynera. Mexay TeMm, IOMUMO OIpOMHOIO KOJMYECTBA BO3MOXKHOCTEH,
MHTEpHET HeceT U Npo0sieMbl. JTa naMsATKa JOJDKHA IOMOYb TeOe 0€30I1aCHO HaXOAUThCS B CETH.
KomnerorepHble BUPYCHI

KoMmnproTepHbIii BUPYC - 3TO Ppa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpaMM, OTIMYUTEIBHOMN
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CHOCOOHOCTh K Pa3MHOXKEHUIO. B 10nosHEHNne K 3TOMY, BUPYCHI
MOTYT MOBPEJUTHh WM TOJHOCTBIO YHUYTOXKUTb Bce (ailibl M JaHHBIE, HOJKOHTPOJIbHBIE

IMMOJIL30BATCIIIO, OT UMCHU KOTOPOT'O ObL1a 3allyl€Ha 3apaX€HHas IporpamMma, a TakKEe MOBPCIUTH



WIH JaK€ YHUYTOXKUTH OMNEPALMOHHYIO CHUCTEMY CO BceMu (aitnamu B 1ienoM. B OonbliMHCTBE
CJIy4aeB paclpOoCTPAHSIIOTCS BUPYCHI U€pe3 UHTEPHET.

MeTop! 321U THl OT BPEIOHOCHBIX IPOTrpamM:

1. Mcnonb3yii cCOBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UIMEIOINE CEPhE3HBIH YPOBEHb 3aIUTHI OT
BPEIOHOCHBIX IPOrpamm;

2. TlocrossHHO ycTaHaBiuBaid mauyTd (UUGpPOBBIE 3alIaTKH, KOTOpPbIE aBTOMAaTHYECKU
YCTaHABIMBAIOTCS C LENbI0 AOPA0OTKU MPOrpamMMbl) M Apyrrue OOHOBJIECHHUS CBOEH ONepannOHHON
cuctembl. CkaumBail MX TOJIBKO ¢ OHUIIHAILHOTO caiiTa pa3padoryrka OC. Ecnu cymecTByeT pexxum
aBTOMAaTHUYECKOI0 OOHOBJIEHUS, BKIIIOYH €r0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpPE MOJ MpaBaMH MOJB30BATENsd, a HE aJIMUHUCTpaTopa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSI HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnomb3yll aHTUBHPYCHBIE IIPOIpaMMHBIE NPOAYKTBI H3BECTHBIX IPOU3BOAMTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UUECKUH TOCTYI K KOMITBIOTEPY Il OCTOPOHHUX JIUII,

6. Micnionp3yit BHEIIHUE HOCUTEIH HH(OpMAIMY, TaKUe Kak (iemka, AUCK WK (aiiia U3 HHTEepHeTa,
TOJIKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIBbIOTEpHBIE (ailiibl, MOTyuYE€HHbIC M3 HEHAIEKHBIX HCTOYHHUKOB. Jlaxke Te
¢aiinbl, KOTOpBIE PUCIIAN TBOK 3HAKOMBIN. JIydIlle yTOYHH y HETO, OTIIPABIISUI JIU OH TeOE HX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepeqayu JaHHBIX, HE TEXHOJOTH, a BCEro Jininb Opena, mapka. Eme B 1991
rojy HujaepiaHiackas KommaHus 3apeructpupoBasia Openn "WECA", uro o6o3Hagaio
cnoBocouetanue "Wireless Fidelity", koTopsiii nepeBoauTcs Kak "GecrpoBoiHAsS TOYHOCTH".

Jlo Hamiero BpeMeHH JolLIa Apyras ab0peBuaTypa, KOTopas sSBJISETCS TaKOH K€ TEeXHOIOTuel. IT1o
abOpesmarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTAHIAPT BBICIICH 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBoze o3HauaeT "BbICOKAsi TOYHOCTH".

Ha, OecrmnaTHeli MHTEpHET-IOCTYH B Kade, OTEIsIX U a’pornoprax sBISETCS OTINYHOM
BO3MOXKHOCTBIO BBIXOJa B MHTepHET. HO MHOIrHMEe SKCHepThl CYMTAIOT, 4yTO oO0IeaocTymnHbie Wi-Fi
CETH HE SBISIOTCS O€30MIaCHBIMH.

Cosetsl 10 Ge30macHOCTH paboThI B 001IeA0CTYIHBIX ceTsix Wi-fi:

1. He nepenasait cBoto nuunyr uHGOpMammoo yepe3 oodmenocrymnubie Wi-Fi cetn. Paboras B HuX,
JKEJaTeIbHO HE BBOJUTH MAapOJIH 1OCTYIA, JOTMHBI M KaKUe-TO HOMEpa;

2. Vcnionb3yit 1 0OHOBIISAN aHTUBUPYCHBIE TPOrpaMMbl ¥ Opanamayep. Tem caMbIM Thl 00€30MacuIlb
ce0s OT 3aKa4yKH BUpYycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢ysnkiuio "OOmmii noctynm K Qaitnam u npunTepam".
Jannast pyHKIMS 3aKpbiTa IO YMOJIYAaHUIO, OJHAKO HEKOTOPHIE IMOJIb30BATENIM aKTHUBHPYIOT €€ s
ymo0CTBa UCIOJIb30BaHUs B paboTe Wi yueoe;

4. He ucnonw3yii myommunenii WI-FI mns mepemadm MUYHBIX JaHHBIX, HAIPUMEp UIS BBIXOAA B
COLIMAJIbHBIE CETH WJIM B JIEKTPOHHYIO TIOYUTY;

5. Ucnonw3yit Toabko 3ammiieHHoe coenunenue uepe3 HTTPS, a ne HTTP, T.e. npu HaGope BeO-
aapeca BBoau umeHHoO "https://";

6. B moOmneHOM Tenedone otkimoun (ynkuuio "llomkmouenne xk Wi-Fi aBromatnuecku". He
JIOITyCKal aBTOMaTUYECKOr o MOAKIII0YEHUs YCTpoicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacus.

ConuaiabHble CETH



ConpanibHble CETH aKTHMBHO BXOJST B HAlly >KM3Hb, MHOTHE JIOAM pabOTalOT U KUBYT TaM
HOCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUIIIIMApA YEIOBEK, YTO ABISETCA OAHOM celbMoi
BCEX JKHUTEJNEW IUIaHeThl. MHOTHE IMOJIb30BaTeIN HE MOHMUMAIOT, YTO MH(OpManus, pa3MelleHHas
UMM B COLIMAIBHBIX CETSAX, MOXKET OBbITh HalJleHa M HCIIOJIb30BaHA KEM YTOJHO, B TOM YHCIIC HE
00s3aTenbHO ¢ OJaruMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30IACHOCTH B COITMANIBHBIX CETSIX:

1. Orpanndb CIIUCOK Jpy3eid. Y Te0s B IPY3bsIX HE TOJDKHO OBITH CITy9allHBIX M HE3HAKOMBIX JTIFOZICH;
2. 3amumiaid CBOIO YacTHYIO JKWM3Hb. He ykaswiBail maponm, TenedoHbI, aapeca, TaTy TBOETO
POXKACHUA U JPYTYH JHYHYIO HHQOpPMAIHIO. 3JOYMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaxKe
MH(POPMAIUIO O TOM, KaK Thl M TBOM POJIUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. Bammmai cBOIO peryTaiuio - ISP e B YICTOTE U 3a/1aBaii cebe BOIpOC: XOTeN OblI ThI, YTOOBI
Jpyrue NOoJIb30BaTENN BHICIH, YTO ThI 3arpykaemb? [logymaii, mpexnae yem 4To-To OImyOIMKOBaTh,
HaNKCcaTh U 3arpy3uTh;

4. Eciu Tl TOBOPHILB € JIOAbMH, KOTOPBIX HE 3HACIIb, HE MCIIOJIb3YH CBOE PEAILHOE UM U APYTYIO
JUYHYIO0 HHQOPMAIIUH: UMSI, MECTO JKUTEIILCTBA, MECTO yueObl U IpoUee;

5. W36erait pasmenienus ¢ororpaduii B IHTEpHETE, TIe Thl H300pakKeH Ha MECTHOCTH, IO KOTOPOU
MO’KHO OIIPEJEIHUTH TBOE MECTOIIOJIOKEHHUE;

6. IIpu peructpanuu B COUUAIBHONW CETH HEOOXOIMMO HUCIOIb30BATh CIOKHBIE MAPOJIU, COCTOSIINE
u3 OyKB ¥ IU}p U C KOIUIECTBOM 3HAKOB HE MeHee §;

7. JAns couuanbHOW CEeTH, MOYTHI M JIPYTUX CAaWTOB HEOOXOAWMO HCHOJIB30BATH PA3HBIC MAPOJIH.
Torna eciu Te6st B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKH TTOJIy4aT JJOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO
BCE Cpasy.

DNEeKTPOHHBIE JE€HbI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIA CIOCOO MiaTeKel, OJJHAKO CYIIECTBYIOT MOLICHHHUKH,
KOTOPBIE XOTST MOJTYYUTh ITH JEHBTH.

DNEeKTPOHHBIC ICHBI'M MOSIBUIIMCH COBCEM HEJIABHO M UMEHHO M3-3a ATOT0 BO MHOTHX TOCYJIapCTBax
JI0 CUX IOp HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIIMOHHMPYIOT W O HHX YK€ MPOMHMCAHO B 3aKOHE, TJ€ UX pa3’eisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE M HE aHOHMMHBIE. Pa3HuWIIa B TOM, 4TO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3peniaeTcs MpOBOJUTH oneparuu 0e3 HISHTH(PUKAIIIN T0JIb30BaTeINs, a B HEAHOHUMHBIX
UICHTH(HKALINS TTOJIb30BATENs SBISETCS 00s3aTENbHOM.

Taxoke cienyeT pa3nuuaTh dJIEKTPOHHBIC (pUaTHBIE JAEHBIUW (PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM) U
AJIEKTPOHHBIE HEPHUATHBIE IEHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOi paboTe ¢ ANEKTPOHHBIMU AEHBIAMU:

1. IlpuBsiku K cueTy MOOMIIBbHBIN TenedoH. ITo camblil yIOOHBIN U OBICTPBII CIOCOO BOCCTAHOBUTD
poctyn K cuety. [IpuBsizanHbIl TenedoH MOMOXKET, eciiu 3a0yenib CBOM MIATEXKHbIM Mapoib UIU
3aiJenIb Ha CAalT C HE3HAKOMOT'0 YCTPOWCTBA;

2. Ucnonp3yii ogHOpa3zoBbie maponn. [lociie mepexoma Ha yCHICHHYIO aBTOPH3AIUIO TeOe yKe He
OyZeT yrpoaTh ONAaCHOCTh KPa)ky WIIM MEepexBaTa MIaTeKHOTO MapoJis;

3. BeiOepu cnoxsbiii maponb. IlpectynmHukam OyAeT He MPOCTO yrajaTh CIOXKHBINA Mapob.
HanexHble maponu - 3TO maposid, KOTOPhIE COAEp)KaT He MEHee 8 3HAaKOB M BKIIIOYAIOT B cels
CTPOYHBIE M TPOMHCHBIE OYKBBI, IU(PHI U HECKOIBKO CHMBOJIOB, TaKMe Kak 3HAK JoJurtapa, QyHTa,
BOCKJIMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAHHBIC Ha CaﬁTaX, KOTOPBIM HEC ONOBCPACIID.



DNeKTpOHHAas oYTa

DJEeKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEIOCTABISIEMbIE €10 YCIYTH 110 MEePEChUIKE U MOIYYEHUIO
JNIEKTPOHHBIX  COOOIICHHH, KOTOpBIE paCIpeleNsioTcs B  KOMIbIOTEepHOUW ceTH. OObIYHO
AJIEKTPOHHBIN NOYTOBBIN SAIMIMK BBHITJISAUT CIEAYIONIMM 00pa3oM: UMS_TOJIb30BATEISI(@HUMS_JIOMEHA.
Taxoke KpoMme nepeadu MpoCcToro TeKCTa, UMEeTCss BO3MOXKHOCTD IiepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI 110 O€3011acHO PaboTe C JIESKTPOHHON MOYTOM:

1. Hago BRIOpaTh MpaBWIILHBIN MOYTOBBIM CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BEIOOP OECIIATHBIX
MIOYTOBBIX CEPBUCOB, OJHAKO JIy4llle JOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBbI B pEHTHHTE;

2. He ykaspBaii B JMuHOM TmouTe JMyHYyl0 uHGpopmauuto. Hanpumep, mydmie BbIOpaTh
"My3bIKasIbHBIN _(hanaT@" wim "pok2013" Bmecto "temal3";

3. Hcnonp3yil IBYXdTalmHYI0 aBTOPU3ALMIO. DTO KOrJa IMOMHMO Iapojisi HY)KHO BBOJUTH KOZ,
npuchliaeMblil mo SMS;

4. Boibepu cnokHbI Tapoiib. sl Ka)KAOro MOYTOBOTO SIIUKA JOJDKEH OBITH CBOW HAaJEKHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTh BOBMOKHOCTb HaIllMCaTh CAMOMY CBOM JIMUHBIM BOIIPOC, UCIIOJIb3YH 3Ty BO3MOXKHOCTB;
6. Wcnonp3yil HECKOJBKO MOYTOBBIX SAIIMKOB. [IepBbIif /Ui 4aCTHOM MEpPENUCKU C ajpecaTami,
KOTOPBIM Thl JIOBEpsielllb. DTO 3JEKTPOHHBIA aJpec HE HaJl0 MCIOJIb30BATh IPU PErHCTPALUM Ha
dbopymax u caiTax;

7. He oTkpeiBaii (aiiisl U qpyrue BIOXKEHUS B MUChMaX, Jake €CJIM OHM MPHIIUTH OT TBOUX JAPY3EH.
Jlydiie yTO4HU Y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (ailibl;

8. ITocne okoHuaHMs pabOTHI HA IIOYTOBOM CEPBUCE IEpel 3aKphITHEM BKJIAJIKU C caiiToM He 3a0y1b
HaxkaThb Ha "Beiiitu".

KuGepOynnuHr uir BUPTyaJIbHOE U3AEBATEIHECTBO

KubepOynnuar - mpecinegoBaHue COOOIICHUSIMH, COAEPXKAIIMMU OCKOPOJICHHS, arpeccHro,
3allyrMBaHNe; XYJIUTAHCTBO; COLHMAIbHOE OOMKOTHMPOBAHME C IMOMOIIBIO PA3IUYHBIX HHTEpPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 00pbOE ¢ KMOEPOYIITMHIOM:

1. He Opocaiicst B 60ii. JIyummii crmoco0: mocoBeToBaThCsl Kak ce0si BECTU M, €CIM HET TOro, K KOMY
MOYKHO OOpaTHUThCs, TO BHAaydaje YCHOKOMThCA. Ecim Thl Ha4yHENIb OTBEYaTh OCKOPOJICHUSMHM Ha
OCKOPOJIEHUS, TO TOJBKO e1lie OO0JIbIIe Pa30XIKellb KOH(DIMKT;

2. Ynpasnsii cBoel kubeppenyTaiuei;

3. AHOHMMHOCTH B ceTH MHHUMas. CyIllecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He cTtomT BecTH XyMWUTAHCKUH 00pa3 BHUPTyalbHOW >KM3HU. VIHTEpHET (HUKCHpYyeT BCE TBOH
JEUCTBUS U COXpaHseT uxX. Y AaIuTh UX Oy/AeT KpaitHe 3aTpyTHUTENBHO;

5. Cobmroail cBOXO BUPTYaIbHYIO YECTh CMOJIONY;

6. Wraopupyit enuHnuHblii HeraTwB. OJHOpa30Bble OCKOPOMTEIbHbIE COOOLICHUS JTydIle
urHopuposatb. OOBIYHO arpeccust MpeKpaiaeTcs Ha Ha4aabHOM CTany;

7. ban arpeccopa. B mporpammax oOMEHa MTHOBEHHBIMHU COOOLIEHUSIMH, B COLIMAIbHBIX CETSAX €CTh
BO3MOXHOCTb OJIOKMPOBKH OTIIPABKU COOOILEHUH C OIPEAEICHHBIX aJpECOB;

8. Ecim T cBuuerens kuOepOyiummHra. TBoM NEHCTBHA: BBICTYIUTH IPOTHUB IIpECIIeIoBaTENs,
MOKa3aTh €My, YTO €ro JeHCTBHUS OLIEHMBAIOTCS HEraTUBHO, MOJJIEP)KaTh KEPTBY, KOTOPOH Hy)KHA
NICUXOJIOTMYECKast TOMOILb, COOOIIUTH B3pOCIBIM O (PaKTe arpeCCUBHOIO MIOBEACHUS B CETH.

Moo6wibHbBIN TenaehoH



CoBpeMeHHbIE cMapT(OHBI U IJIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbIN (DYHKIIMOHA, U TENEpPh
OHU MOTYT KOHKYPHUPOBaTb CO CTAllMOHAPHBIMM KoMIlbloTepamu. OIHAKO, CPEACTB 3alUThI IS
NOJOOHBIX YCTPOMCTB MOKa 04eHb Majio. TecTupoBaHUe U MOUCK YSA3BUMOCTEH B HUX IMPOUCXOIUT HE
TaK MHTEHCHBHO, Kak i 1K, To e camoe kacaeTcsi 1 MOOMIIBHBIX MPHIIOKEHUH.

CoBpemeHHble MOOWIIbHBIE Opay3epbl yxe MPaKTUYEeCKM JOTHAJIM HACTOJbHbIE AHAJIOTH, OJHAKO
pacimpenre pyHKIFOHAa BICYET 32 CO00M OONBIIYIO CIIOKHOCTh M MEHBIIIYIO 3aIIMIIEHHOCTb.
Jlanexo He Bce MPOM3BOJUTENH BBITYCKAIOT OOHOBIICHHMS, 3aKPHIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUUTSL CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [T 0€30MTaCHOCTH MOOUJILHOTO TesieoHa:

Huuero He siBisieTcs: no-HacTosIeMy OecIulaTHBIM. Byab ocToposkeH, Bellb Korjga Tede mnpemiaraor
OecrutaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIEC YCIYTH;

Hymaii, npexxne dyeM otmpaButb SMS, ¢oro mimm Buaeo. Tel TOYHO 3Haemib, riAe OHH OYAyT B
KOHEYHOM HTOre?

Heo0xoamumo 0OHOBIIATH ONEPaIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JJ1s1 MOOMJIBHBIX TeJIe(OHOB;

He 3arpysxaii mpuiaoXeHus: OT HEU3BECTHOTO MCTOYHHKA, BEb OHU MOTYT COJEpPkKaTh BPEAOHOCHOE
IpOrpaMMHOE 00eCITIeUeHuE;

[Tocne Toro kak Thl BBIHAENIL C caifTa, IZle BBOJWI JMYHYIO MH(POPMALUIO, 32l B HAaCTPOUKHU
Opay3epa u ynaim cookies;

[Tepuoauuecku mpoBepsiii, KaKue IJIaTHBIC YCIIYTH aKTHBUPOBAaHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMEp MOOMIILHOTO Tele(OoHa TOJIBKO JHOIIM, KOTOPBIX Thl 3HACIllb U KOMY JI0BEpsIelllb;
Bluetooth nosken ObITh BBIKIIIOUEH, KOTJa Thl UM He Mojb3yelibes. He 3a0biBail nHOTIA IPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UIPBl - 3TO KPAacOYHbIE, 3aXBATHIBAIOIIUE DPA3BJICUEHUS, OOBEIUHSIONINE
COTHH ThICAY YEJIOBEK 1O BceMy MHUpy. Mrpoku uccieayroT JaHHBIM UM MHp, OOIIAIOTCSA APYT C
JPYroM, BBITIOJMHSIOT 3aJlaHHs, CPAXKAIOTCS C MOHCTPAMHU M IOJYYarOT OMBIT. 32 yJOBOJBCTBUE OHH
TUIATSAT: MMOKYMAIOT JUCK, OTUIAYMBAIOT a0OHEMEHT HIIH IMPHOOPETAIOT KaKKUe-TO OIIHH.

Bce atu cpenctBa MayT Ha mojjiep)kaHME M pa3BUTHE UIPHI, a TaKXkKe Ha caMy Oe30IacHOCTS:
COBEPILEHCTBYIOTCS CHCTEMBI aBTOPHU3AIMH, BBIITYCKAIOTCS HOBbIE MaTuyM (I(POBHIC 3aIIaTKH JUIs
NpPOrpaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOMT OmMacaThCsi HE CTOJBKO CBOMX CONEPHHKOB, CKOJIBKO KPaXXH TBOETO
napoJisi, HA KOTOPOM OCHOBAHA CHCTEMa aBTOPHU3alUU OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 0€301MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu ppyroil urpok BefeT cedsl IUIOXO WM CO3JaeT TeOe HENpHUATHOCTH, 3a0JOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxamyiics agMHHHCTpAaTOpaM WIPHl HA IUIOXOE TIIOBEAEHHE 3TOTO0 WIPOKA, JKEIATEIBHO
NPUIOKUTH KaKUe-TO JIOKA3aTeIbCTBA B BUJIE CKPHHOB,;

3. He yka3biBaii 1MuHyt0 UH(OpPMALIKIO B ITpodaiiie Uurpsl;

4. YBaxall Ipyrux y4aCTHUKOB I10 MTDE;

5. He ycranaBnuBaii HeopuIMaabHbIe TATYN U MOJIBI;

6. Mcnionb3yii CI0XKHBIE U pa3HbIE 1APOJIN;

7. Jdaxxe BO BpeMsl UIPbl HE CTOMT OTKJIHOYaTh aHTUBUpYC. [loka Thl Wrpaemib, TBOH KOMIBIOTEP

MOTYT 3apa3UTh.



OUIMHT WM KpaXka JIMYHBIX JaHHBIX

OObIYHON Kpaxkell JeHer W JTOKYMEHTOB CEroJHs YK€ HHMKOIO HE YJIMBHIIb, HO C Pa3BUTHUEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIICHHUKHA EPEMECTIIINCh B UHTEPHET, M MPOAOIDKAIOT 3aHUMAThCS
"IIFOOMMBIM" ZIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIICHHWYECTBA WM (DUIIMHT, TJaBHAs IEJIb KOTOPOTO
COCTOMT B TOJYYEHMHU KOH(DUICHIMAIHHBIX JAHHBIX MOJIb30BaTeNe - JOrMHOB W maposieid. Ha
aHTIUiICKOM s3bIke phishing untaercs kak ¢umuHr (oT fishing - peiOHas 0B, password - mapodn).
OCHOBHBIE COBETHI 110 0OpHOE ¢ (HYUIITHHTOM:

1. Cnenn 3a cBOMM akkayHTOM. Ecim Thl 1MOJ03peBaciilb, YTO TBOSI aHKeTa ObLIa B3JIOMaHa, TO
HEOO0XO0MMO 3a0JIOKUpOBaTh €€ W COOOIIMTH aAMUHHCTpaTOpaM pecypca 00 3TOM KaK MOKHO
cKopee;

2. Ucnionb3yii 6e3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U TOUCKOBBIX CUCTEM;

3. Hcnonp3yil cnoXHBIE M pa3Hble MNapoid. TakuMm o0pa3oM, eciu TeOs B3JIOMAIOT, TO
37I0YMBIIIJIEHHUKY T10JIy4aT JOCTYII TOJIBKO K OJHOMY TBOEMY IPO(UIIIO B CETH, & HE KO BCEM;

4. Ecniu Te0s1 B3110MalH, TO HEOOXOAUMO MPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBICHBI
y Te0sl B JIpy3bsX, O TOM, YTO Te€OS B3JIOMaJId M, BO3MOYKHO, OT TBOErO MMEHHU OyIeT pacCchUIaThCs
CIaM | CChUIKH Ha (PUIIMHTOBBHIE CAlTHI;

5. YcranoBu HanexHblit maposs (PIN) Ha MoOMIbHBIH TenedoH;

6. OTKITIIOYM COXpaHEeHHUE Maposst B Opaysepe;

7. He oTkpeiBaii (aiiiapl U qpyrue BIOXKEHUS B MUChMaX, Jake €CJIM OHM MPHIIUTH OT TBOUX JAPY3EH.
Jly4iie yTO4HU y HUX, OTTIPABIISUIN JIM OHU Te€OE 3TH (Paiiiibl.

[Mudposas pemyTarms

Hudposass pemyrauust - O5TO HEraTHMBHAas WJIM TO3UTHUBHAas uWHpopMmanuss B ceth o Tebe.
Komnpomerupyromas uHpopmanus, pa3MelleHHAas B HHTEPHETE, MOXET CEephe3HbIM 00pa3oM
OTpasuThbcs Ha TBOEW peanbHOM >xu3HH. "lludpoBas pemyrammsa" - 3TO TBOW HUMMK, KOTOPBIA
dopmupyeTcs U3 nHPOpMaLuH 0 TeOe B UHTEPHETE.

TBoe MecTO >KHUTENbCTBA, Y4eObl, TBO€ ()MHAHCOBOE IIOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHormue mopoCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJiMKanuy JTndHou nHdopmammu B UHTEpHETE,
HE TTOHUMAas BO3MOYKHBIX MOCIEACTBHIA. ThI a)ke HE CMOXKEIIb OTAAaThCs O TOM, 4To doTorpadus,
pa3MeleHHas 5 JIeT Ha3a[, cTaja IPUYUHOM 0TKa3a MPHUHATH Te0s Ha paboTy.

Kommenrapum, pasmerieHre TBoux (otorpaduii U apyrue ACHCTBHS MOTYT HE HCYE3HYTh Jaxe
10CJIE€ TOTO, KaK Thl MX yJaJUIIb. Thl HE 3HACIIb, KTO COXPaHWJ 3Ty MH(OPMAIHIO, IT01ajIa JI OHA B
MIOMCKOBBIE CHCTEMBI M COXPaHMUJIACh JIM OHA, a TJIABHOE: YTO IMOAYMAIOT O Te0e OKPYKAIOIIHE JIIOH,
KOTOpbI€ HaWIYT U YBUAAT 3T0. HaliTh mHpOpManuio MHOTO JET CIyCTsl CMOKET JH000H - Kak U3
JT0OpBIX MOOYXJIEHUH, TaK U C HAMEPEHUEM MPUUUHUTH BPeI. DTO MOXKET ObITh KTO YTOJHO.
OCHOBHBIE COBETHI 10 3aIUTe UPPOBOI pemyTaluu:

1. [Toxymaii, mpex/e 4eM 4To-TO IyOJIMKOBaTh M IepefaBaTh y ceds B Oore miy B COUUATBHON
ceTH;

2. B mHactpoiikax mnpoduis YCTaHOBM OTpaHUYEHUS HA MPOCMOTP TBOEr0 NPOPWIs H €ro
COJIEPKUMOTO, C/IeNIail €ro TOJbKO "miist apy3en'”;

3. He pa3memniaii u He yka3piBail WHGOPMAIMIO, KOTOPask MOXKET KOTO-JIMOO OCKOPOJISATH WU
0o0MXaTh.

ABTOpCKOE IPaBO



CoBpeMeHHbIE KOJIBHUKY - aKTUBHBIE MOJIb30BaTENU [UPpoBOro nmpoctpanctsa. OAHaKo AalleKo He
BCE 3HAIOT, YTO MOJB30BAaHUE MHOTMMH BO3MOYKHOCTAMHU LU(GPOBOro Mupa TpeOyer coOItoaeHus
NpaB Ha UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTD.

TepMuH "MHTEIUIEKTyaJIbHAsE COOCTBEHHOCTD' OTHOCHUTCSI K Pa3IMYHBIM TBOPCHHUSM YEIOBEYECKOTO
yYMa, HAa4YMHasA C HOBBIX I/I306peTCHI/Iﬁ 1 3HaKOB, 0603Ha‘{a}OH_II/IX COOCTBEHHOCTh Ha OPOAYKTBI H
yCIyrd, W 3aKaHuyuBas KHUramu, (GotorpadusiMu, KUHOQWIBMAMH UM MY3bIKaJIbHBIMHU
NPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO MMpaBa HAa HMHTEIUICKTYaJbHYIO COOCTBEHHOCTh Ha NPOW3BEICHHS HAYKH,
JUTEpaTypbl W HCKycCTBa. ABTOPCKHME IIpaBa BBICTYNAlOT B KayeCTBE TrapaHTUU TOrO, YTO
MHTEIUICKTYaJ IbHBIA/TBOPUYECKUI TPyl aBTOpa He OyJeT HampacHbIM, JAacT €My CIpaBeaJIuBbIC
BO3MOXXHOCTH 3apa0oTaTh Ha pe3yjbTaTaXx CBOEro TPYAd, MOIYYUTh HW3BECTHOCTh M IpPU3HAHHE.
HuxTo 6e3 paspelieHusi aBTopa He MOXKET BOCHPOM3BOIMTH €0 MPOU3BEJCHUE, PACIIPOCTPAHSTH,
nyOoJMYHO JEMOHCTPUPOBATh, IMpoOJaBaTh, HMIOPTUPOBaThb, IIyCKaTb B IPOKaT, IyOIMYHO
HUCIIOJIHATBH, [MOKA3bIBATEL/UCIIOIHATE B 3(1)I/Ipe HJIK pa3MellaTh B I/IHTepHeTe.

Hcnonb3oBanue "mUpaTckoro' mporpaMMHOro obecreueHuss MOKET IPUBECTH K MHOTUM PUCKaM: OT
NOTEpU JAHHBIX K TBOMM AaKKayHTaM J0 OJIOKUPOBKH TBOErO YCTPOMCTBA, IJi€ YCTAaHOBJICHA
HEJICraJibHasA Imporpamma. He crout taxxke 3a6I>IBaTI>, YTO CYHICCTBYIOT JICTAJIbHBIC U OecInIaTHBIE
IIPOrpaMMbl, KOTOPbIE MOYKHO HAlTH B CETH.

O noprane

CeteBHUOK.p® - TBOW INIaBHBIA COBETYUK B CETU. 31€Ch THl MOXKEIb Y3HATh O 0€30MaCHOCTH B CETH
IMOHATHBIM U NOCTYIIHBIM A3BIKOM, a IIPU BO3HUKHOBCHHU KpI/ITH‘{CCKOﬁ CUTyalliu O6paTI/ITI>C$I 3a

COBETOM. A TakXe IIPUHATh y4aCTHE B KOHKypCaxX M CTaTh CaMbIM IIM(POBBIM I'pak JaHUHOM!

[Tpunoxenne N 3
ITAMSTKA JJI1 POJUTEJIEN Ob THO®OPMAILIMOHHOM BEE3OITACHOCTHU JJETEN

Onpenenenne  TepmuHa  "mHpOpManmoHHas ~ Oe30MacHOCTh  JeTe"  comepkuTcs B
Oenepanpaom 3akone N 436-®3 "O 3amuTe aereil oT uHGOpMAIMK, NPUUUHSIOMIEH Bpen HX
3I0pOBBI0O U Pa3BUTHUIO", PETyJUPYIOUIMM OTHOILUEHMS, CBSI3aHHBIE C 3alIMTON JeTeil oT
uH(QOpMaIUK, TPUUUHSIONIEH Bpe] UX 3/0pOBbI0 M (Win) pa3BuTHIO. COINIacCHO AAHHOMY 3aKOHY
"uHpOpManmoHHas 0e30macHOCTh JeTel”" - 3TO COCTOSHHME 3allUIIEHHOCTH, MpPU KOTOPOM
OTCYTCTBYET DHCK, CBS3aHHBIH C MNpUYMHEHUEM HH(GOpMaIMeld Bpena WX 3J0pOBbIO U (HIIH)
¢du3nuecKoMy, ICUXUIECKOMY, TyXOBHOMY, HPDAaBCTBEHHOMY Pa3BHTHIO.
B cuny ®enepanshoro 3axona N 436-D3 mwHbopMalueit, MpUUUHSIONIEH Bpel 3M0pOBbI0 U (W)
Pa3BUTHIO JETEH, SABISIETCS:
1. uHdopmarus, 3anpeieHHas JUisl pacpoCTpaHEHUs! CPEIU AETei;
2. uHpopMaLus, pacIpoCTpaHEHHE KOTOPOIl OrpaHUYEHO Cpean AeTell ONpeAeeHHbIX BO3PACTHBIX
KaTErOpHH.
3. K unopmaryu, 3anpemeHHo Uit pacipOoCTPaHEHUS CPE/IN I€TeH, OTHOCUTCS:
4. undopmanus, nobyxnaromas AeTedl K COBEpIICHHIO NEHCTBUM, MPECTaBISIOIUX Yrpo3y HX
KU3HU U (WIK) 310pOBbIO, B T.U. IPUUUHEHUIO BPEJa CBOEMY 3/10pPOBbIO, CaMOyOHICTBY;
5. criocoOHOCTH BBI3BATh Yy JETEH JKellaHHe YHOTPeOUTh HAPKOTUYECKHE CPEJICTBA, ICUXOTPOIIHBIE U

(unM) oaypMAaHUBAIOIIME BEIIECTBAa, TabayHble M3JENUS, AJIKOTOJIBHYI0 M CIHMPTOCOAEPIKAIILYIO


https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100021
https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100040

NPOAYKIMIO, MUBO M HAIUTKH, U3rOTABIMBAEMbIE HAa €r0 OCHOBE; NPUHATH y4yacTHE B a3apTHBIX
Urpax, 3aHUMaTbCs NPOCTUTYLIMEH, OPOASKHUUECTBOM WJIU NONPOLIAHHUYECTBOM;

6. 00OCHOBBIBAIOIIAS WJIM ONpPaB/AbIBAIOIIAS JOIYCTUMOCTh HACWIMA U (WJIM) >KECTOKOCTH IJIMOO
o0y /1AI0IIast OCYIIECTBISATh HACHIILCTBEHHBIE AEHCTBHS MO0 OTHOLICHUIO K JIFOJIIM M KUBOTHBIM;

7. oTpuIaromias ceMeiHble IEHHOCTH U (OpMHUPYIOIasi HEYBaXKEHHE K POIUTENAM U (W) APYTUM
YJICHaM CEMbH;

8. onpaBapIBarONasl IPOTUBOIIPABHOE IIOBEICHUE;

9. conep:kaniast HelIeH3ypHYIO OpaHb;

10. coneprkaiuas MHGOPMAIHMIO MOPHOrpapUUECKOro XapaKkTepa.

K mHdpopmanuu, pacnpocTpaHeHHe KOTOPOH OrpaHMYEHO CpeAM JeTel OINpe/leIEHHOro BO3pacTa,
OTHOCHTCSL:

1. nadopmarnus, mpencTaBisieMasi B BUJE W300paKCHUS WM ONMCAHUS JKECTOKOCTH, (PU3MUECKOTO U
(MIM) ICUXUYECKOT0 HACWIINS, IPECTYIJICHUSI WIIM MHOTO aHTHOOILIECTBEHHOI'O IeHCTBHUS;

2. BbI3BIBAIONIAS Y JIeTeH CTpax, y’Kac WM MaHUKY, B T.4. IIpe/icTaBiIsgeMas B BUe H300paKeHUs WK
ONMHMCaHMSA B YHIDKAIOUIEW YeJIOBEYeCKOe IOCTOMHCTBO (popMe HEHACHIBCTBEHHOW CMEpTH,
3a0oneBaHusl, CaMOYOMICTBA, HECYACTHOTO CIly4as, aBapuud WIM KatacTpohsl u (WIM) UX
MOCJIEICTBUI;

3. mpencTasisiemMas B BUe M300pa)KeHUsI UM OIUCAHUS MOJIOBBIX OTHOUICHUH MEXIy MYKUYHMHON U
JKESHIITMHOM;

4. conepxaiasi OpaHHBIE CJIOBA M BBIPAXKECHUS, HE OTHOCSIIUECS K HELICH3YpHOI OpaHH.

C yuerom storo Bam npennaratorcs npasuiia paboTsl B ceTu THTepHET A7 pa3IndHbIX BO3PACTHBIX
KaTeropuii, coOIroieHre KOTOPBIX MO3BOJIUT 00ecreunTh MH(MOPMAIIMOHHYO 0€30M1acHOCTh BallIUX
neTe.

OO0urre mpaBuiIa 1Jist pOIUTENeH

1. He3aBucumo oT Bo3pacTa peOeHKa HCMONb3yiTe NporpaMMHOE oOecliedeHHe, MOoMOorarolee
¢GuIpTPOBaTH U KOHTPOJUPOBATH MH(GOPMAILMIO, HO HE IOJIaraliTech MOJIHOCTBIO Ha Hero. Bamie
BHUMAaHUE K peOCHKY - I1aBHBIA METOJ] 3aIUTHI.

2. Ecnm Bam peOeHOK HMeeT akKayHT Ha OJHOM U3 conuainbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMATENbHO H3y4YUTE, KaKyl0 HH(OPMALNIO TOMEHIAIOT €Tr0
YYaCTHUKHU B CBOMX Ipoduisax u Oorax, Bkiodas ¢pororpaduu 1 BUAEO.

3. IlpoBepbTe, C KakuMu JpYrMMHM CalWTaMU CBsi3aH COLMaIbHBIN cepBuc Bamero pebenka.
Crpannuku Bamero pebeHka Moryt ObIThb 0€30MacHbIMM, HO MOTYT M COJEp’KaThb CCBUIKM Ha
HE’KeJIaTeJIbHbIE U ONacHbIe CalThl (HanmpuMep, IOPHOCANUT, WIN CalT, Ha KOTOPOM JIPYr YIOMHHAET
HOMep coToBoro Tenedona Bamero pebenka nim Bam nomammnuii agpec)

4. Ioompsiite Bamux nereil coobmars 000 BCeM CTPaHHOM HJIM OTTAJKUBAIOIIEM U HE CIMIIKOM
OCTPO pearupyinTe, KOrja OHH 3TO AENar0T (M3-32 OIACEHUs MOTepATh JOCTyl K MHTepHeTy netu He
TOBOPAT POAUTENSAM O MpoOieMax, a TakKe MOTyT HadaTh HCIOJb30BaTh VIHTEpHET BHE JoMa U
ITIKOJTBI ).

5. Bynbre B Kypce ceteBoii xu3HU Bamiero pedenka. MuTepecyiiteck, KTo UX Ipy3bs B IHTEpHET Tak
K€, KaK HHTEPECYETECh PEalIbHbIMU JIPY3bsIMHU.

Bospact ot 7 no 8 ner

B Hurepuere peOGEHOK cTapaeTcsi MOCETUTh T€ WM MHBIE CalThl, & BO3MOYKHO U YaTbl, pa3pelieHue
Ha MOCELIEHUE KOTOPhIX OH HE Moslydms1 Obl 0T poautenei. IloaTomy poautesnssM ocoOEHHO MOIE3HBI

6y,Z[YT TC OTYCTBI, KOTOPBLIC IMPEAOCTABIAIOTCA IpOorpaMmMaMu I1I0 OrpaHUYCHHUIO HCIIOJIb30BaHUS



Wurepnera, T.e. Pogutensckuil KOHTPOJIb WM TO, YTO BBl CMOKETE YBHJIETh BO BPEMEHHBIX (haiiax.
B pesynbrare, y pebeHka He OyIeT OLIYLIEHUs, YTO 3@ HUM BEAETCs IIOCTOSHHBIM KOHTPOJIb, OHAKO,
poauteny OyAyT MO-TIPeKHEMY 3HATh, KAKHUE CAalWTHI IOCEIIaeT ux peOeHoK. JleTr B JaHHOM BO3pacTe
00J1aJaf0T CHJIBHBIM YyBCTBOM CEMBbH, OHH JIOBEpYMBHI M HE COMHEBAIOTCS B aBTOpHuTeTax. OHHM
JO0ST UrpaTh B CETEBBIC UIPHI U MYyTEIIECTBOBAThH 10 VHTEpHETY, UCTIONB3Ysl AIEKTPOHHYIO MOYTY,
3aXO/IUTh Ha CAalThI U YaThl, HE PEKOMEH/I0BAaHHBIE POAUTEISIMHU.

CoBeTsl 10 0€30TaCHOCTH B ceTu MHTepHeT i neteit 7 - 8 net

1. Co3pmaiiTe CTUCOK JIOMAITHUX TpaBHJI TocenieHusi THTepHeTa npy ydgacTuu AeTel u Tpedyiite ero
BBITIOJTHEHHUS.

2. TpeOyiiTe oT Bamero peGenka coOnr0f€HUs BPEMEHHBIX HOPM HAXOXKICHUS 32 KOMIIBIOTEPOM.
[Tokaxxute pebenky, yto Bbl HaOm0gaeTe 32 HUM HE MOTOMY YTO Bam 3TO Xodercs, a MOTOMy 4TO
Brb1 GecriokonTech 0 ero 0€30macHOCTH U BCETa TOTOBBI €My IOMOYb.

3. Komnbiorep ¢ moaximoueHueM K MHTepHETY MODKEH HAXOAWTHhCS B OOMIEH KOMHATE I0J
IIPUCMOTPOM POJUTENIEH.

4. Ucnonp3yiTe crieluanbHbIe 1€TCKUE TOUCKOBbIE MAIIMHBI.

5. Hcnonpsyiite cpeacrtBa OJOKMPOBAHMSA HEXKENATENbHOIO KOHTEHTAa KaK JONOJHEHHE K
CTaHJapTHOMY PoaurenbckoMy KOHTPOIIO.

6. CoznaiiTe ceMeiHBIN AJIEKTPOHHBIN SIIUK, YTOOBI HE TMO3BOJHUTH JETSIM HMETh COOCTBEHHBIC
azapeca.

7. brnokupyiite nocTtynm K caiitaM ¢ O€CIUIATHBIMH TIOYTOBBIMH SIIMKAMH C TOMOIIBIO
COOTBETCTBYIOLIETO IPOTPAMMHOT0 00ECTIEUEeHHUSI.

8. Ilpuyuute nereit coBeroBaThbcs ¢ Bamu nepen omyOimkoBaHMEM KakoW-1u60 HH(popMmanuu
CPeICTBaMU 3JIEKTPOHHOMU MOYTHI, YaTOB, PETHCTPALMOHHBIX (hopM U mpoduIieit.

9. Hayuute neteii He 3arpy»kaTh (hailsibl, MpOrpaMMBbl WIIM MY3bIKYy 0€3 Balllero COTJIACHsL.

10. He pa3pemaiite neTsiM HCIIOJIb30BaTh CIIY>KObI MTHOBEHHOTO OOMEHA COOOIIEHUSIMHU.

11. B "GenbIil" cimcok caliToB, pa3pelIeHHBIX JUIS OCEHIEHUs,, BHOCUTE TOJIBKO CAalWThl C XOpOIIeH
permyranueil.

12. He 3a0piBaiiTe OecenoBaTh ¢ AeTbMU 00 MX Jpy3bsix B MHTepHeTe, Kak eciu Obl peyb Huia o
JIPY3bsX B peabHON KU3HHU.

13. He nenaiire "taby" m3 BOMpPOCOB MOJIOBOW KM3HM, TaK Kak B VHTepHeTE HETH MOTYT JIETKO
HaTKHYTHCS Ha MOPHOTPa(UIO UM CalThl " 17151 B3POCHBIX".

14. Ilpuyuute Bamero pebGeHka cooOmaTh Bam O IOOBIX yrpo3ax WM TPEBOTaxX, CBA3AHHBIX C
WuTtepnerom. OctaBaliTeCh CIOKOMHBIMA ¥ HAIOMHHUTE JIETSIM, YTO OHU B O€30MAaCHOCTH, €CIIM CaMH
pacckaszainy BaM O CBOMX TpeBorax. IloxBanuTe WX M IMOCOBETYHTE MOJOMTH elie pa3 B MOJO0OHBIX
CITy4dasx.

Bo3spacT nereit ot 9 1o 12 net

B nanHOM Bo3pacTe aeTH, KaK MPAaBUIIO, yXKEe HACIBIIIAHBI O TOM, Kakasi HH(QOPMAIUs CYIIECTBYET B
Wurepuere. CoBepieHHO HOPMaJIbHO, YTO OHU XOTST 3TO YBUIETH, MPOYECTh, yCablmaTh. [Ipu sTom
HY>KHO TOMHHTb, YTO JOCTYN K HEXKeJaTeJIbHbIM MaTepHajaM MOXHO JIETKO 3a0JOKUpOBATh MPHU
HOMOILY CPeaCcTB PoauTenbeckoro KOHTpoIIs.

Cogetsl 10 Ge30macHOCTH A 1eTeit ot 9 1o 12 ner

1. Co3naiite ciMcok JOMAIIHUX MPaBHII MocenieHns: IHTepHeT npu ydyacTuu aeTeil u TpedyiTe ero
BBITIOJTHEHMS.

2. Tpebytite ot Bamero peGeHnka coOMOACHIS HOPM HAXOXKIACHUS 32 KOMITBIOTEPOM.



3. HaGmonalite 3a peGeHKOM IIpU paboTe 3a KOMIIBIOTEPOM, ITOKaXKUTE eMy, 4To Bbl Geciokourecs o
ero 0e30MacHOCTH U BCETa FOTOBbI 0Ka3aTh €My IIOMOIb.

4. KowmmbioTep ¢ MOAKIIOYeHHEM B VIHTEpHET NOKEH HAXOAWTHCS B OOLIe KOMHATe IO
MIPUCMOTPOM POJUTEIIEH.

5. MWcnonw3yiiTe cpeacTBa OJIOKMPOBAaHUS HEXKEIATEIBHOTO KOHTEHTA KakK JOTOJHEHUE K
CTaHJapTHOMY PoaurenbckoMy KOHTPOIIO.

6. He 3a0piBaiiTe MpUHUMATh HEMOCPEACTBEHHOE YJYacTHE B KU3HH peOeHKa, OeceoBaTh C IETbMU
00 ux npy3esax B IHTEpHETE.

7. HacrauBaiiTe, yTOOBI JE€TH HUKOIJAa HE COIJIAIIAIUCH Ha JIMYHbIE BCTPEUU C JPY3bSIMHU IO
WurepHeTy.

8. TTo3BosstiiTe MEeTSAM 3aXOAUThH TOJIBKO HAa CAWTHI U3 "0esoro" crimcka, KOTOPhI Co3/1aliTe BMECTe ¢
HUMH.

9. IlpuyunTe nereil HUKOIIA HE BbIIABaTh JUYHYIO MH()OPMAIMIO CPEACTBAMH 3JIEKTPOHHOM MOYTHI,
4aTOB, CUCTEM MI'HOBEHHOI0 OOMEHa COOOIEHUSMHU, PErUCTPALMOHHBIX (OPM, JINYHBIX Ipoduiei u
IIPYU PETUCTPALIUU Ha KOHKYpPCHI B VIHTEepHeTE.

10. Ilpuyunre nereil He 3arpykaTh nporpaMMmel 6e3 Barero paspemenus. OObSICHUTE UM, YTO OHU
MOTYT CIIy4aiiHO 3arpy3UTh BUPYCHI I JPYroe HeXKelnaTesIbHOe IPOrpaMMHOe oOecIieueHue.

11. Cozpnaiire Bamemy peGeHKy OrpaHUYEHHYIO YUETHYIO 3aIIMCh I paOOThl Ha KOMITBIOTEPE.

12. Ilpuyuynre Bamero pebGenka cooOmaTh BaM O JIOOBIX yrpo3ax WM TPEBOTaX, CBA3aHHBIX C
WNurepuerom. HarmomHuTe N€eTAM, 4TO OHU B 0OE30MACHOCTH, €CIHM CaMH PAaCcCKa3ald BaM O CBOMX
TPEBOTax U ONACEHUSX.

13. Pacckaxwure aetsam o nopHorpadun B UuTepHere.

14. HacrauBaiiTe Ha TOM, 4TOObI JETH MPEIOCTABISUIM BaM JOCTYIl K CBOEW 3JIEKTPOHHOH MouTe,
4YTOOBI BBl YOSIWIINCh, UYTO OHU HE OOLIAIOTCS C HE3HAKOMLAMHU.

15. OOBsicHUTE ETSAM, YTO HEJb3s HCIIOIB30BATh CETh JUISl XYJIUTAHCTBA, PACIPOCTPAHEHHUs CIUIETEH
WIN yIpo3.

Bo3spacT nereit ot 13 1o 17 ner

B »TOM BO3pacTe NOAPOCTKM aKTUBHO MCHOJB3YIOT MOMCKOBBIE MAIIMHbI, OJIb3YOTCS AJIEKTPOHHOM
HOYTOM, ciyx0aMM MIHOBEHHOTO OOMEHa COOOIIEHUSMM, CKAauMBAIOT MY3bIKy U (HIbMBIL.
ManpurkaM B 3TOM BO3pacTe OOJIblIe 110 HPaBy CMETAaTh BCE OTPAHUYEHUS, OHM KaXIyT IpyOooro
IOMOPAa, a3apTHBIX UI'P, KAPTUHOK "5 B3pocibIX". J[eBOUKM MpeAnoYnTaoT 00IaThCs B yaTax, Mpu
ATOM OHH TOpa3/io 00Jiee YYBCTBUTEIBHBI K CEKCYalTbHBIM JIOMOTraTeiabcTBaM B IHTepHETE.

3ayacTyio B JaHHOM BO3pacTe POAUTENISIM yXe BeChbMa CJI0KHO KOHTPOJIMPOBATh CBOMX JAETEH, Tak
Kak 00 MHTepHeTe OHM yK€ 3HAIOT 3HAYMTENHHO OOnble cBOMX poaurTeneid. Tem He MeHee, HE
ornyckaiTe nereil B "cBoOonHoe miaBaHue" no MutepHery. CrapaiiTech aKTUBHO y4acTBOBATh B
oOmeHun pedeHka B MIHTepHere.

Baxno mo-npexxHeMy ctporo coOnronaTh nmpaBuia MHTEpHET-0€30MacHOCTH - COTJIAICHUE MEXITy
pooutensiMu U aeTbMH. Kpome TOro, HeoOXoIMMO Kak MOXKHO Yalle MpPOCMaTpUBATh OTYETHI O
nesrenbHocTH fetell B MHTepHere. Cnenyer oOpaTUTh BHUMAaHHE HAa HEOOXOJUMOCTb COJECPAKAHUS
POAMTENbCKUX Maposiell (maposei aAMUHUCTPATOPOB) B CTPOTOM CEKpeTe U 0OpaTUTh BHUMAaHHUE Ha
CTPOrOCTh 3THX ITAPOJIEH.

CoBeTsl 110 0€30MacCHOCTH B 3TOM Bo3pacte oT 13 go 17 et

1. Co3paiiTe CHMCOK IOMAalIHMX MpaBuWi nocemeHus VHTepHeTa mpu ydacTMHM MOAPOCTKOB U

TpeOyiiTe 6e3ycliOBHOrO €ro BbIMoJHEHUs. OOroBopuTe ¢ peOEHKOM CIHUCOK 3alpELICHHBIX CANTOB



("uepHslif circok"), yackl paboTel B MIHTEpHETE, pyKOBOACTBO MO 0OLIeHUI0 B MIHTEepHETE (B TOM
YHUCJIC B YaTax).

2. KommbroTep ¢ moakIoYeHueM K ceTu VIHTepHeT 10/KeH HaXOUThCs B 00IIei KOMHaTe.

3. He 3a0n1BaiiTe GecenoBath ¢ JeTbMU 00 UX APY3bax B MIHTepHETE, O TOM, YeM OHHU 3aHATHI TAKUM
00paszoM, OyaTO peub UACT O APY3biIX B pealibHOM sxu3HU. CipaluBaiTe 0 JIIOJAX, C KOTOPBIMU JICTH
00IIIAat0TCS TMOCPEACTBOM CIIY»KO MTHOBEHHOTO OOMEHA COOOIICHHSIMH, YTOOBI YOCAMTHCS, YTO OTH
JIHOU UM 3HAKOMBI.

4. Hcnonp3yiiTe cpeacrBa OJIOKHMPOBAHUS HEXKENATEIbHOIO KOHTEHTAa Kak JOIOJHEHHE K
cTaHAapTHOMY PonuTensckoMy KOHTPOJIIO.

5. HeobxonuMo 3HaTh, KaKMMU YaTamMu NOJb3yroTcss Bamm netu. Iloomipsiiite ucnosnb3oBaHue
MOJICpPUPYEMBIX YaTOB U HACTAHBAWTE, YTOOBI JETH HE OOIIATIICH B IPUBATHOM PEKUME.

6. HacrauaiiTe Ha TOM, YTOOBI IETH HUKOT/Ia HE BCTPEYAINCh JIMYHO C Jpy3bsIMH U3 cetu MHTepHeT.
7. IlpuyunTte netei He BbIOaBaTh CBOIO JIMYHYIO MH(OPMALMIO CPEACTBAMH 3JIEKTPOHHOH IMOYTHI,
4aTOB, CUCTEM MI'HOBEHHOI'0 0OMEHa COOOIIEHUSIMU, PErUCTPALMOHHBIX (POPM, JINYHBIX Ipoduiei u
IIPYU PETUCTPALIUU Ha KOHKYpPCHI B VIHTEepHeTE.

8. Ilpuyunrte nereil He 3arpyxaTh nmporpammsbl 0e3 Bamero paspemenus. OObsSCHUTE UM, YTO OHHU
MOTYT CIIy4aifHO 3arpy3UTh BUPYCBHI WU IPYTroe HeXXENaTeIbHOE IPOrpaMMHOe o0ecrieueHue.

9. Ilpuyunre Bamero pebenka coobumarh BaM O JIIOOBIX YIrpo3ax MM TPEBOIax, CBA3aHHBIX C
WNurepuerom. HamoMuuTe netsiM, 4To OHM B 0€30IACHOCTH, €CIIM CaMH PAaCCKa3ald BaM, O CBOMX
yrpo3ax wiu Tpeorax. [loxBaiure uX U MNOCOBETYITE MOJAONTH €1Ie pa3 B MOJOOHBIX CIIydasx.

10. Pacckaxkure aetsam o mopaorpaduu B arepuete. [lomorute um 3amuTuthes oT ciama. Hayunre
IOJIPOCTKOB HE BbIJABaTh B VHTEpHETE CBOETO pPEealbHOrO IEKTPOHHOIO ajpeca, He OTBEYaTh Ha
HE)KeJaTeNIbHbIE TMChMa U MCTIOJIb30BaTh CIEIUAIBHBIC TOYTOBBIC (DHIIBTPHI.

11. [Ipuyunrte cedst 3HAKOMUTHCA C CaliTaMu, KOTOPbIE MOCEIIAI0T MOIPOCTKH.

12. Hayuure netel yBakaTh Ipyrux B MHTEpHETe. Y OeuTech, UTO OHU 3HAIOT O TOM, YTO MpaBUiIa
XOpOILIETo MOBEAEHUS ICHCTBYIOT BE3JIE - 1aXKE B BUPTYaJIbHOM MUDE.

13. OOBsicHHTE AETSAM, YTO HU B KOEM ClIydyae HeNb3s HCHoib30BaTh CeTh AN XyJTUTaHCTBA,
pacnpoCTpaHeHMsl CIJIETEH WIK YTPO3 APYTUM JHOISIM.

14. O6cymute C HOAPOCTKAMHU MPOOJIEMBI CETEBBIX a3apTHBIX UIP M UX BO3MOXKHBIM PHUCK.
HanomHute, 4TO JETH HE MOTYT UTPaTh B 3TU UI'PHI COIVIACHO 3aKOHY.

[ocrostHHO KOHTpONIMPYITE Hcnonb30Banue MHTepHeTa Bammm pebenkom! DTo He HapylieHHE €ro
JUYHOTO TPOCTPAHCTBA, a Mepa IMpPEeIOCTOPOKHOCTH M TposiBieHue Baielr poauTenbckoit

OTBETCTBEHHOCTH Y 3a00THI.



